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Security Assurance Overview

Photovoltaic (PV) operators need to establish a security assurance mechanism to
ensure that their application systems operate properly in a secure environment.

Application systems are now exposed to increasingly severe security threats, which
may result in power production interruption, revenue loss, or system breakdown.
Therefore, PV operators need to build and maintain security mechanisms for
application systems at several layers to early detect and handle any possible
security issues.

These threats cannot be all prevented by technology. To address these issues, PV
operators need to establish a security management system based on security
assurance suggestions and security issues found in routine maintenance, thereby
ensuring that application systems operate securely and properly.
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Device Layer Security

2.1 Mobile Phone App Maintenance

2.1.1 Maintenance Suggestions

e Avoid using the preset password or low-complexity passwords that are prone
to attacks and cracking by unauthorized users, which will affect the device
security. To ensure system security, maintenance engineers need to confirm
that the password length and complexity meet requirements when changing
passwords. A password must meet the following requirements:

- The password must contain at least 8 characters.
- Can contain digits, uppercase letters, and lowercase letters.

e Change the password immediately after logging in to the mobile phone app
for the first time. The preset passwords for user and installer are both
00000a.

e A password that has been used for a long time is likely to be stolen or
cracked, and the risk increases along with the time of use. Change the
password at least once every six months.

e  For security, you are advised to disable data connection when using the
mobile phone app to connect to a SUN2000MA.

e You are advised to use a mobile phone that has not been rooted to reduce the
risk of information leakage.

e Mobile phone logs are saved in the app directory. Export and back up mobile
phone logs when you need to use them.

2.1.2 Procedure

To change the user password on the mobile phone app screen, perform the
following steps:

Step 1 On the Operation Console screen, tap Change password to access the Change
password screen.
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Figure 2-1 Operation Console

< SUN2000-6KTL-L1

Standby: no jczadia

Communication status G; Change password

Good WLAN signal

® About
0.000 ww 0.00 wwh
Active power Yield today
0.00 «wn 101.70 wwn
Monthly energy yield Total yield

0 e

Alarm Quick settings

S %

Device monitoring Maintenance

4o} tH

Settings Power adjustment@

L] NOTE
The login user for all the screenshots in this document is installer.

The Change password screen is displayed.
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Figure 2-2 Change password

< Change password

Old password:

Enter your passwor

New password:

Security level:

Confirm new:

Step 2 Specify Old password, New password, and Confirm new, and then tap COMMIT.
{11 NOTE

Ensure that the confirm password is the same as the new password. Otherwise, an error
message will be displayed.

--—-End

2.1.3 Troubleshooting

Keep the password properly. The system cannot be logged in without the correct
password.

2.2 Inverter WiFi Maintenance

2.2.1 Maintenance Suggestions

e Avoid using the preset password or low-complexity passwords that are prone
to attacks and cracking by unauthorized users, which will affect the device
security. To ensure system security, maintenance engineers need to confirm
that the password length and complexity meet requirements when changing
passwords. The password must contain 8-64 characters.
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e Use the initial password Changeme to connect to WiFi for the first time. To
ensure account security, change the password immediately after login.

e The encryption and authentication modes for the inverter WiFi are WPA2
(which is of high security level) by default and cannot be modified.

e A password that has been used for a long time is likely to be stolen or
cracked, and the risk increases along with the time of use. Change the
inverter WiFi password at least once every six months.

2.2.2 Procedure

Step 1 On the Operation Console screen, tap Comm config to access the Comm config

screen.
Inverter WLAN settings >
Router connection settings >
RS485_1 >
Management system settings >
Dongle parameter settings >

Parallel system communication parameter settings >

Step 2 On the Comm config screen, tap Inverter WiFi settings to access the Inverter WiFi
settings screen.
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< Inverter WLAN settings Finish

New password
Security level:

Confirm new password

Step 3 Set the inverter WiFi password and tap Finish.
----End

2.3 Certificate Replacement

To replace the certificate file used for connecting to the remote network

management system (NMS) over the mobile phone app, perform the following
steps:

Step 1 On the Operation Console screen, tap Comm config to access the Comm config
screen.
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< Communication configuration

Inverter WLAN settings

Router connection settings

RS485_1

Management system settings

Dongle parameter settings

Parallel system communication parameter settings

>

>

Step 2 On the Comm config screen, tap Management system setting to access the

Connect to mgmt syst screen.
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< Management system settings Connect

| have been authorized by the user to connect to
the management system.

L
Domain name 122.9.147.110 >
Port 27250
TLS encryption c
TCP heartbeat interval 180s >
TCP frame length 1200 >

Heartbeat period at

e 30 min >
application layer

Encrypted certificate S
management

Step 3 On the Connect to mgmt syst screen, tap Encrypted certificate mgmtto access the
Certificate replacement screen.
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< Certificate replacement

Root certificate

Replace

Customer certificate

Replace

Key file

Replace

Key password
Enter t

Security level:

Replace current certificate

Step 4 Tap Replace after Root certificate, and select the appropriate root certificate file.
Perform the same operations to select the appropriate customer certificate and
private key certificate files, specify Key password, and then tap Replace current

certificate.
< Certificate replacement
Root certificate
Customer certificate
Key file

Key password

Step 5 Tap Confirm to replace the certificate. If you want to exit the certificate
replacement operations, tap Cancel.
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Tips

Are you sure you want to replace the current certificate?

Cancel Confirm

Step 6 After the certificate is replaced successfully, the "Replacement succeeded"
message is displayed. Then connect the SUN2000MA to the management system
and check the correctness of the certificate.

(11 NOTE

For security purposes, do not use secure hash algorithm 1 (SHA1) or Hash algorithm which
is of low strength as the certificate signature algorithm, and ensure that the Rivest-Shamir-
Adleman (RSA) key is greater than 1024 and the elliptic curve cryptography (ECC) key is
greater than 256.

----End
2.4 Management System Maintenance

2.4.1 Maintenance Suggestions

e A security certificate is preset for the Inverter to ensure that the data
exchanged with the management system is encrypted using SSL. The Inverter
supports replacement of the management system certificate. If the certificate
needs to be replaced, update it on both the management system and the
Inverter.

e The user name of the management system is emscomm, and the initial
password is /[EzFp+2%r6@IxSCv. Change the password upon the first login to
ensure system security.

2.4.2 Procedure
To change the inverter password, perform the following steps:
Step 1 Log in to the NMS.

Step 2 Open the home page of the NMS, select the ESN of the inverter to be operated,
and click Configure.
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Figure 2-3 Home page of the NMS

FusionSolar

Detalls ~ Alarms | Historical Information

Device Information

Device Name:

InverterAI2023041203

Device 1P address:
119.3.296.142

Channel Type:
UNKNOWN

Grid Parameter

Grid code:

Protection Parameters

Insulation resistance protection threshold (M0)

Level-4 UV protection threshold (V):

ome  Monitoring  Reports  Plants  Maintenance

Device model

‘SUN2000L-5KTL.

Modbus D address,

Autnentication Password

Change Password

Device replacement record.

Type:

Residential Inverter

Automatic startup upon grid recovery:
Disable

Active istand protection
Disable

Levek6 OF protection threshold (Hz):

This webstte us

o0kies to provide good user experience. Cookies Policy

Step 3 Set a new password and confirm the setting.

Figure 2-4 NMS password resetting page

--—-End

nance  Value-Added Services

2.5 Serial Port Maintenance

The commissioning serial port has been removed.

2.6 Restoring the Default Password

Step 1 Ensure that the SUN2000 connects to the AC and DC power supplies at the same
time. Indicators =[ and ]~ are steady green or blink at long intervals for more than

3 minutes.

Step 2 Perform the following operations within 4 minutes:

X

System

Protocol version:

P1.0.05.0

SN
AI2023041203

Device port
49304

prant
"

Level-2 OV protection threshold (V)

0o 0000

Refresn
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e Turn off the AC switch and set the DC switch at the bottom of the SUN2000
to OFF. If the SUN2000 connects to batteries, turn off the battery switch. Wait
until all the LED indicators on the SUN2000 panel turn off.

e Turn on the AC switch, set the DC switch to ON, and wait for about 90s.
Ensure that the indicator ]~ is blinking green slowly.

e Turn off the AC switch and set the DC switch to OFF. Wait until all LED
indicators on the SUN2000 panel are off.

e Turn on the AC switch and set the DC switch to ON. Wait until all indicators
on the solar inverter panel blink and turn off 30 seconds later.

Step 3 Reset the password within 10 minutes. (If no operation is performed within 10
minutes, all inverter parameters remain unchanged.)

e  Wait until the indicator ]~ blinks green at long intervals.

e Obtain the initial WLAN hotspot name (SSID) and initial password (PSW)
from the label on the side of the SUN2000 and connect to the App.

e On the login screen, set a new login password and log in to the App.

----End

2.7 Log Maintenance

2.7.1 Maintenance Suggestions

Periodically audit the device security logs and data logs for knowledge of device
security.

2.7.2 Procedure

To export SUN200OMA logs over the mobile phone app, perform the following
steps:

Step 1 On the Operation console screen, tap Log mgmt to access the Download logs
screen.
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Current
< Download logs legs
Select all

Inverter logs

APP log

Step 2 On the Download logs screen, tap Download, then log export starts.
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< Download logs %;rsfe"t
Select all

Inverter logs | i
APP log

Downloading log files ... Do not perform other
operations!

----End
To export inverter logs using the mobile app, perform the following steps:

Step 1 Switch to the network on your phone, access the FusionSloar software, touch the
icon in the upper right corner, and select File Management.
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Meter
) configuration
import

(] File download
T MBUS whitelist
3 File manager

() About

« Certificate

revocation list
d

Connection record

‘/
Lp

SUN2000-6KTL-LT =

HV2060054487
17-May-2023 11:26

Step 2 On the Existing Logs page, select a log, click Share, and select a sharing mode to
export the log.
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< File manager Download

) Select all

HV0555648_20230429120134.zip

3.18M 29-Apr-2023 12:01
Android/data/com.huawei.smartpvms/
files/inverterapp/FusionSolarLog/
HV0555648_20230429120134.zip

--—-End

2.8 Outer Integrity Check

This section describes how to verify the integrity of an obtained software package,
thereby preventing PV system network risks that may be caused by malicious
alteration or damage during the transmission of the software package. A software
package can be installed only after it passes the verification.

For details about the check procedure and check document, access the following
link:

https://support.huawei.com/carrier/digitalSignatureAction
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